it

EFHTIEER (DB, ES, AU) t¥a1UFsLAL4 HREH

2019,12,20 (%k) 74 7 v 7 IT AMBEEUZER
T oI
A2 FEFEWGED 6, 70Y 27 b3 — ¥ 2[R BERE R o 7 a0 1SR T,
X2V T4 aHOMEZRObEVG L)L 4 THEL, o, HEgH e L@z 2
EVFRINE L (v ey b= v DRI EERIE, BHEDOL V3 DEETY), H
AHUE, BB TIERLD b 1~2fPEZA 2 L PRIL TV E T,
7B, FAlTe X 2 74 BIEFEPETL )L 4 THEIN 2O TR, kb HE
ST 2 EHEHREME RO L ~0L 3 MBI A T, &allRX 5o ARz & - TRIHEED
HWHGBREHE 2L X)L 4 & LTHESI N E T,
* 2% URL
https://www.jitec.ipa.go.jp/1_00topic/topic_20191105.html

ZoMiRERTIE, S 2 FERMO T - R—2A ARy v ) 2 bl (DB), Ty XFy N
SATLARY v YR Mk (ES), v A7 LEAEEMERE (AU) 22357508, X
SICBIRZ C BRI L TR A RE, IS LLlEE, v AN B L DX 2V 74 (L)L) D
Ak, BRBRX S Z IR L TBARELX 2 74 (L)L 4) DHEGEE, ¥ 7N ADNE
ZIACHHL TV ET,

HBREANICBR R B L TEBLTBARELVLDAFR T2 L LWNAETT,

v Ay 2T REFOS S A, i 55, BOREORE - B, SO, WSR2
Betf, NGASEILEE, e X 2V 7 4 AHAR - BEBY, X o) 7 4 BRI - UK

[l & L ICHiRE L TE S REL L 4 DOHGHR]

*DB T R—ZRkX T4, TV r—YarvkXalr4

«ESfillflls AT LD F 2 T4 5, IoT > AT LDFGHBFICB T2 X2 74

- AU------HiGED DB, ES [MFARR, € ¥ 2V 7 4 sHfi e, MggiEiMiioRE, X2 74

EHSE A, <~y = 7T

BLERESPHC IE I T v 2865003, FEE MO IERL T E T, ZOEBONE % B
LT, REOTHIIEREZ R E b > TEBEL T2 Ew EHuE T,
- 2 E RO URL
BB RS R R (L L 4) ) > 73R GEMRR (FATID) Ver.3.0
https://www.jitec.ipa.go.jp/1_13download/syllabus_sc_am2_tsuiho3_0.pdf

L)V 4 OAGRZ RS 2120%, IOHAEREMERBRL VDX X 2 7 4 ORI 2

20T, FFTIILOIC HEARFRL V) — NEABRL XV, OXxF 2 7 4 Az oI i
L, ZOLETZIOEROHNEEZEZE L TWEL ZL2BE#OL 7.
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0. &EBHEEDEX1YTr (LRXIL4)

CZTHMAL AR, SERMBRTHENPHINILNL 4 DX 2 T 4 OAET, i)
BRI BIfR 2 CHRE L TR BEDNH 2 EBONDZHDTT, 1 F TOMHRUIEE & iR
(L)L 3) THEINTLANALEINTOETY, MEZHMAEL TS E L X ) LA
AL DH 5771%, HAMER, ITHERL NVORGEE» SEE LTI v,

(1) BHREx21VT+
® Iz T7 -FRAETOTZLA
Ry hxv bk, C& H—N\
Ry ME, avEa—20hiciEs, *v F7—27 2R L TRIWN- iz T
PWETOU I L (V7 2T) T, BT EaryEa—yERREEINTLE ),
Ry bRy ME, Ry M@l icarEa—2#E 2o 2EREiEEd 2 C&C H—N
(Command and Control server) THRI N5 %y N7 —27TH 5,
C&C ¥ — 1%, BENRIBEIC B WT, Ry MY L 72 PC & & %2 WS DS ERIET
270D —/NT, Ky MMEPC oA vyP—%y b+ ED C&C ¥ —NIZT7 7 R2ATHN
v 7 R7dfE (ax7 FoNy Z7313) 2170, PCANDARIELRIESCH -GV 2 T 2%
TS E S 7-dicfliflsing,
BE, Ry b2y bRl T, BEEOob 272 HEET 252Ky b v—% (bot
herder) £\>9,

c ATIWAREM ORUE—T 1 v 78, X59E—T v I8IFH)

ATFOVABT & 1Z, WEHTR2 LY 2 PITEREL T3 2 IR0 L ) IR
W BEMTH B,

RVE—7 4w 7Ry 2 7IF, BRI LIZ2IL Y 270 a— %8G 385k
THIEICEST, W —v=vF U7 AR LT 2 7XEY 7 P TREAIS N0 X
ICLbD, HETE270 77 L83 B3ELSRODT, TOWIPHAIING L2
7 ELTRRINTLE ),

AYE=T 4y 7M=Ly 271F, HAHHOR VY 27 Da—F2HZMMA 5 LI
o THRAIINZVEIICLZDD, ZNENDE) a—FIZh D0 -~y F v
7N K BRI 72 B,

- JF7AILVLANILD =7

XDV 27 LR, XEHO70 770 (TR T 7657 740) 2/0%RERD
BEE IR T ICIRE 21T L7 = 7, Windows 7% & D OS IZH DD 5 fHAIA F LT
27 7279V —Oa—FE2EHLTXEL2FTT 5, @FAHTLIY—L - 7'
77 LBEHING 0, 2Ly 2 7R 7 FREMRICL > COMHDBHETH 5.
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- IVX704 F v~ (Exploit Kit)

OS 77V r—vary7t7=70laggtEzEM L 2 KENTE 8B 7Tur 5
LAOEHEER A A LYy — A, TUVX7O4 M+ v~ (Exploit Kit) TH %, Migshk:
BT 2 EMINARAGEES 2 TH, =7 A7uAf bxy FEFHATSEZEICKST, AIE
IGHDEHHICTETCLE ), Mgtz BHT5 7074813272704 Fa—F e
N, mRICEWTZ 7 A 78 Fa—F2ETIENE, Fr7ro—FInkeily o
TR D E VoL EWRBICTE 5,

fE55 1%
NNy T rITo—

AEYNy 77 ETCUEEITI V7 F 7 2 T7I2BWT, HERLENNY 7 7 DEERNA~D
AR & E ISR T B MEEED Z &,
FREDSHETIEATY 7 FLADEERENTAIEINTVE7d, lio7v s 7 L0k
BB 2 X £ DMENDGRAFEENAHRTH 5, D, KEFIIMTEEDOa—F
F17, BT 2l 7 0 —~DOBRI A, EEEHEROGILD L2 AT LAWEEIIAREIC 7 5,

+ XX T—R®D/\—RIO—RK (hard code)

7077 MCAKGEBRTRE TR AR — FEEEGLR TS L2 N—Fa—FLtw
). BElLINy — A 707 LD, FTBA 70 s 7 .07y 7Ntk
THRZNONTLE I, &8, RAT7—FOfc IP 7 F L A, IEF5{L#l, F4TE8EiL L
DERMDHEZFALDRETR AV EIN TV S,

- L—X3> 713> (race condition)

PHUHIHOABREGR EIC X > TEBL 7 7 A VDBAEDHAEL, T —F OBEMEIREE
SN R HEg9tED 2 &, WHEIEST 2 B D 70 774 (FaeXAPAL vy F) 23H
CYY—RIZHLT, ZIFAKIZ7Z 7R ALK EE, PENDUIFERIEL 2METH
%o

- BlueBorne (7/)L—Hh—>)

BlueBorne 1%, 2017 4 9 HIZAH X #1172 Bluetooth (IPEEEMESLEEOBKD—D) D
FALI B T 2 B DN EE RO TH %, Android, 10S, Windows, Linux 7% & D#
B OSITHFEL, 2o DONEsgtE»EH I 124, Bluetooth DR YE < HPFHN &
WEFIZL>TUEBED a— FPETIN, AL RAZAEBEINLD, BEREGNS
N7 T 5uEEND 5,
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fEIRE (H30 &-AP [H 39)
RVE=7 4 v 7M=Ly 2 7DFHE LT, #ULHDIEEND,

7 AvE—%v b ENLT, KEED PC ZiHREERIET %,

A4 BRITLICeNVT2TDA—F2RL TS LTSI LICL>T, F—D%
— TRV EIICT 5,

Y D OS ETHHATES 7l 7 L8ETINT 2T 2ERTB I EICXH T,
BED OS ET2Ly = 7EET 5,

I L= Fy bZFHLT, 2072 7IEREL T AEnE I ICHE»IT 2 2 EiICk
ST, @7 RET 5,

e

RYE—7 4 v 7 (polymorphic) |, ZHkdH 2V IFLELEV)E®KTH S, R E—
74y 7By 2 7 ORI, BRI LICeVY 2T D a— Fe R 28 TRS(LT
L52LICEoT, A—DRY =V TEBHEINEVWE)ICTEIETH S, L5 T,
(4) DY THZ. Bk, RVE—74y7BeLY =27, Sa—T—varilz
W7 27 ESMEEN, T 2—7—> 2 (mutation) 1, REAREERL V) EKRTH 5,
7 * RAT (Remote Administration Tool) <)L = 7 DFHHTH 5,

ViU AT Ty R T A= LNIEDRVT 2T RVFT Ty F 74— LXED LT
=7 EHMEEN S,
I ATNARI LY 2 7 OFATH %,

EfR A

(2) HBEDEM - B, KBEFE

)

WREDELE - 2%

- 54— 17 (Dark Web)

AN RTEIC 2 > TW 5 EEEDH 2 Web Y —E R 2 THEET, &L F 7 v 7ok
FNMAERIEES NS~ —7 v b, WEALV ) OHE7 =7 LR EDFET 5.
F %4 —27 7 2 71%, Tor (The Onion Router, F—7) MEY —E X EMEIFTNBELLE
Nletxy P77 —7 RITHHET 5208, BRIL VY Vi, EEROMHIEEL v,

- I\ T 4 EX L (hacktivism)

Ny =TT T4 ERL (BfTEIT%) 2 GbEEiET, e - BN R TR
FIRZHWNE LIy U 7EHFHOI L, 2y P —27IRALT, EEEORE, ¥ —
NOFSHY, F—LR=—TDWUI AT ERRR LB 21T . BUNHEEI % £ D Web H A T
ZEIICLTHA MERZUSATEI L0 H 5,
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- HAN—=F)LF = —> (cyber kill chain)
PRI IC B 2 B H OB Z 2 L ODOREICHEH L7 b D, AOHEEZK LY 2 2
LB TAEFHEDOX LF = — (kill chain) DEZ %, A4 N—IKEIZER L 7-.
WEFOBE 2R T LoORMIL, g, fdt, 7TINY — GEEFETEDHEN), =7
A7aA b (AT LNEE), BA (GHERO PCIcB&H), WBRIEE), HINOFET (il
DL EHPREL) Th 5,

WEFE
- JARYANRI )T T (REE, &iNE, DOM X—X)

JUAYA PRIV T T4 (XSS) 1k, Web 77V 77— avicGEnslfigstkz
EHLUZKET, WBEEVPHEBELLZERDH LAY T2, 22— Web 77 7 2T
FITLTLEI) ZLICE 2T, VAN ABGEEROBEI: ED#EBEL 5,

KRR 7 a 294 A7) 774 v 7%, XSS OREHEDO—DT, BEOHLAZY
7°b% URLICHODIAATEE, 2—YBZDURLZ7 Vv 7352 LIk THEITEN
TLEIDBDTH S,

WL a2 A F A7) T T4 v 70, WEROAZY) 7%, Web¥ A toavr
YYICHANCHIUAZFETEBE, 2—¥RI0ar7ryyEERRTEESICETINTL
FI9HDTH %,

DOM R—=Z2D 7 A% A b A7V 754 >7DDOM (Document Object Model) |,
JavaScript %2 £ D 7°'0 77 L0 5 HTML XESL XML XEH 2T 2720 D APITH 5,
DOM RX—Z D XSS 1%, JavaScript 12X %5 Web R—JEBIEICAIER T =2 Z XD AT %k
EDORMEDH pHEEZR L7 IS E 5 XSS TH 5,

-ty 3> ID OEEIKE (Session Fixation)

vy avIDOBETENMNKE L tyarn Py y 7REDOETH 2, BEDOH S
FEDIEHD Web 4 b6 BB L7y a v ID ZHHEZED Web 75 7~k D IAR,
fAEBZOR Yy avyIDTRr/ A4 LT, vy avdul 4 REICED -2, il
FAFIC D TETZ LR TH B,

v ¥ a v ID OREENBEINT 5 Masgthix, Web A M2, v 74 viiéa 74
YRHRIHC ey a v ID 2 VR TH DL, 207D, MK E LT, fEOw S
A VRHCHT ey a v ID ERITT A VAR E 2 5,

- YILFARY LB DDoS KE

BEDHT: 2 DDoS K% (Distributed Denial of Service ; 7MY — € AWiE) Fik%
HABbEBED, 2 VF X7 FLEIDDoS KETH 5, HlZ1X, H5 Web ¥ A FiTxf
LC, TCP ¥tk D SYN /87 v 2 K&EIZIED D1} % TCP SYN Flood %% &, HTTP
GET V7 A MZ#DIRLED D17 % HTTP GET Flood X% % [FRFIZATV, H— NITiH
FED B2 BT 2 BEDS 2 USRS T 5,
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- ICMP Flood %%

TCP/IP BREZICE T, ping ISk > THR b4 DG 2T % & 123, ICMP
(Internet Control Message Protocol) TEHEI N TV E L a—HR IEEA v —V%
MHS %,

ZOER Xy —2THBICMP T a—37 v b ZRERFROY — NI KEICHET
52LICkoT, =DV Y —RAEMEI LD, Y= NICE S E TORRE BEIC
LTC7 7 RA%2WiELD T2 DoS B (¥ —vt AWEHELE) 53, ICMP Flood ETH
%, Ping Flood B(# & b LI 5,

- Smurf B
WENRPEFRINTWE Ry b7 =21 LT, §FR L 2 ENRD IP 7 F L A %K
B IP 7 FVAICHE L7 LT, ICMP =a—3#k 7y b2 78— F* v X b CTiEF
L, KE®D ICMP JG& 7 v b 2ZES¢5 2 2L GRAMZIRIEICT 2 DoS K
BD—DTH 5,

-UTL Y3 vIKE

Y7V 7 v ayv (reflection) &IFFURE W) BKT, RIS 252 M L 7%
DT &,

DNS VU 7L 7y a3 v, DNS % —"[uAby 3B, REILIP 7 FL 22K
BNROIP 7 FL AT M8 TH 5, EELEREL T, DNS —"~KEDR
AEETLHILICES T, REDINVE ST v P ZRERNFITED OF, KENRO AR %
BRIE 5,

NTP V7V 7> avyBEiE, KARNZT) Zolcfifishs 7o kb a)rao NTP
(Network Time Protocol) ZHH L 72 KB TH 5, By b7 A4 NV AIEREZ S 7 KEILD
PC 23, #EILIP 7 FLAZKEWNRDO O DI >7- NTP DV 7 T A M 2%ET 5 L,
MaE 232177 NTP ¥—NGEAHE L CEHI N, KENROF A MIVARY A%
BLTLED, 2O, NTP ¥ —N2EWT, monlist & WEEN 2 IREREABEBEDSE RN IC
%oTWwbE, VARVAT—=FDHA ZAWKRELBLZDT, HEMDY 7L 7> a3 vk
Bk D,

- DNS KEHKE (T V5 LT RAAVIKE)

DNS D AR AZF S 7B TH D, FLEL RV T VI LY T AL v 2K
AL, DNSH—NICHAEEE2T 52 ETDNS v vy at—oN, UYL R XA
v DM DNS #— 1\ %% — E A RBERFBICT 208 TH 2,

- NN\—=YayO—)LI\y U KE
SSL (Secure Sockets Layer) {5128\ C, @GR ICNTET 5 KEHDWessED H 2

WETAZEHT 2 2 LickoT, BLEEONEZ ML TERZGIHEDZ L,
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WER I BEEPNET 5L, 7747~ b SSL3.0 (TLS1.0) THiS{LL TEfEL
I ELTYH, WEELZNZMSELH 5 SSL2.0 ICKSIATIUX, 7747 W
—/N3 SSL2.0 THE T2 L)k, MHInTLE)VRIDH S,

728, TLS1.0 DHIETIZ SSL2.0 "D NN—=Y avya— Ny 738 ans 2 Licko
TWVEY, ¥=NTI7 747V FOARGZNEET 24 7 a v 2fli>oTwa L, SSL2.0
ANDN=Y arua—LNy JPHFAIEINTLEI)DTHEEBIHLETH S,

Q@ HY—ERARUVYV 7T z70OHEDER (RLO (Right-to-Left Override), A—7>Y
VIVIN, A=TF> V514 L 0 COERIEH)
- RLO
Unicode DHHHITFD—>T, XFDRRNEZLD O NGl X ) ICEHT 2D TH

%, Bl Z1E, 7 74 V4D sample_fdp.exe &\ ) FEITEADAIELR T 0 7o L03b 5 LT
2,08 DEREZFIHL T7 7 A VDT v =D A ICHIEISCT D RLO Z AT U,
7 ¥ IN=DIED L FORRIEADHEIZ D, 7 7 A4 V4D sample_exe.pdf & RRI L5,
CDD, 774 NVDOHMHEITIZILREF 2 pdf ICHZ 20, EERIETERAD
sample_fdp.exe THLDT, ZN%2 7 V) v 7 §THERERTOT 7 LDFEFTINTLEI,
D &) 7% RLO ZHM T 2 I5RF DREEBEEADOXF & L TE, OS OHEREIC X - Tl
XFDRLO ZEHT 7 7 A NVIFFIT LR VEREICLTE 2 EVBERITH 5,

cA=T2UVILIX

WD 27 74 7> PG TIE%EL, DY 74 7~ 60wz DNS 7)) %
RTHFT, ZORRZIBET S5 DNSH— "D L, MHEDT FA4 7 b oA v —*
v b ED AL YR OWBT ORI ZIT) DNS 72U 2ZII i TL %9 &, DNS
V7L 72 avBEBEPDNS ¥ vy vahf A=y JHELREICEHINGEZN03H 5,

A=A NDER

HTTP V)V 7 T A M ZED R A4 D URL NV ¥4 L7 b (HEWICEE) LTLZ
IMETH S, ZOMBEEMNTZ L, REZYA MEAMP RV BICBEIIES L
MTETLE) WMRELT, AT LATHHL T3 URL DSf~D Y 54 L 7 b 2 HlfR
T2 EDfTbis,
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RIRE (HS30 fk-SC “Faill [ 4)
< IF X7 LEI DDoS BEITES T 5 6 DI End,

7 WEWRD Web ¥ — N1 HICH LT, ZHDOPCH6—FIZV 7T A &2ikoTH
—NDY Y — A& I HKE L, KED DNS #FICk> TRy M7 — 7 ORiR
MBI LB EEE FRFIIIT) .

£ WEENRD Web A4 boua 4 v RSAY— &G T 572012, 7V—F 7+ —2A
Wksurg viditk, SEDAC—F7 4 v IoT Bidh7e EOBABP KD Ry
F 2y P —FITfT),

7 WENROY—NIZRKRED L ARV ADFERHIEY T o s X H 2T 57012,
GEDF =TV IINNIH LT, RENIP 7 FLAZKENROY — D IP 7 F
L A NS U IR D) 7 T A b & —FICKEET 5,

I KRENROMBHAOLEDMEEZ 2NV 2 7RSS, Yoy 7 % k@i
FT22LICE>TT =Y DRIART7 7 A VDHEEE —FITI

fEER
<2 )LF X7 LEI DDoS (Distributed Denial of Service ; Z5afl ¥ — E A g58E) K&
LF, 5D DDoS W T2 HAALELKETH 2, B3, WENRD Web ¥ —

N1RIHLT, LD PCH»E—FIZY 7T A 2K TH— DY Y — R %X

HHREE, KED DNS H#EICX > TRy b7 — 7 OFRZE WNE S ¥ 2 88 % FHIKFIC

19 2 &1k, HED DDoS WE%1T) FEE ALY bDHDT, 9 LFRT ML

R DDoS BBIZH M T B, LdoT, (7) BIEL W,

4Ry P2y b2 6—FIATI B T4 VikfTIE, DoS BEICH IO 4208, HED
WETEZHAGDLETHRELDT, 9LF 7 LA DDoS B & 13\ A v,

7 WENROY =N, SEOF =T ) YIRS RKED L AR Y AV EIKHIED
fHF otz L HIcd2KEIE, DDoS BEICHYT 2%, HBOKEFLELZHAGD
TV,

I ey = VIR I 7 PC 2EiaigfEd 5 2 & 1%, DoS WEIH N D E/R 5703,
EBOBEFEEZHAGDE Tk,

Efig 7
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(3)
)

BEREF 21U T« BT B

&S &

- SHA-3

Ay =6, AEAF 2y ZVHDA Yy =V 52EMT 270Dy > 2B
i, MD5 (Message Digest Algorithm 5), SHA-1 (Secure Hash Algorithm 1), SHA-
27 E3H %73, MD5, SHA-1 IZKEN % (BIi/5E) BHo DItk >Twe s,

%k SHA-2 12Xt L, SHA-3 13HERD b D EALFHADKRE { Bl 2RHT DNy > 2
B, 7% LIREBOWIME v F OPHBIEREMZ > T 6 70y ZiEZ{T) ARV
UHEEHEAL TV 5,

- Camellia

NTT & ZZEERILFET, 2000 FIChF L 2 E#EE S A ATthb s, V7727 T
EEOFHENTE, N—FY 2 7EETIZa L7 P CENEENOFEENTETH 2,
HAREERS & LT, #1OHTA vy —Fvy MRS (IETF Standard Track RFC) & L
THARINT,

- KCipher-2

B &4k KDDI S8 SRRt 23BH%E L 7 a5 i Ko7 v 3 LT, 7= %2E Yy
R NS PHN TSN T 2 A Y —ABED—D2TH 5, [A U HiEgES5 50 AES %
ELHART, 7~10 GOME TR FL MBS UBIDHEET, ~VF X T 7avr vy
—EAP 70— NNV FlfEY—EC AR EOREEZ A L3¢5 2 ETE 5, 2012 I
EI PR eSS (ISO/IEC 18033-4) RSN T3,

- BRELEERER (PRNG ; Pseudo Random Number Generator)

FRUELEEY 7 b7 2 I X o TAERT 288D 2 & T, ZhzART 5 a2 R
B TH S, BiDe¥ 27 70 b a)LcHH I N LG5S, Hhmgngs - 25
R DR B 2 A B OE BT TR, Ny ¥ 2 BB RIS R b il a b
SNTHHSINTE D, BETREZED TS,

oRIL 20T

- TIAVRER, TI—T8BR LIV IVaVES

T4 RBHIE, Ave—CHNEZRZIERBHTEILT, B+ —PHETH
TECEAEDMEISRO SN2 & FOFEABMME L OBHI NS,

TN—TEHE, TV—TEOHMPPEXT DIT4T, ERELL DI SRV X
o TwE, ZV—7ICHBL TS BEAE L EL L E SICHHAINS,

FIVH Y avBSIE, A VY —Fy bRV ET, HEDN Web 75 T
AN LB E, SREEIDZE L 2ERPAL THE L2l T5 LT, v VU
7 HSEEIC/ AT S MITB (Man-in-the-Browser) WEDOXE E L CHATH %,
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HMAC, Z4>AZ7U> K

HMAC (Hash-based Message Authentication Code) &, Fh&##E, v o 2B9#, X v
=Y, Y=Ly T oiRINSENYT 22— FDILET, Ayve—YORE
ABENZHG 5% X v 2 — P RERF5TH %,

74 v H 7Y vk (fingerprint ; 8, }Lﬁlﬁ) 1%, ABHBEGEEHEIRI A IN TR
CEZAMT BT DIETH S,

- JXA7—RK L XFBEE (FIDO ; Fast IDentity Online, 774 K)

NAT =R ANETICARANRLEZTE 2L, A=+ 7425 PC ICEENDRAT
NA ZVEEERZ SR L TR E, SFEoRWAERERZ Yy F7—27 ETROHD &
FICRRILET 2 2 EDBTES, MK SMEIC R > TV 82T — RO A LR ARIEF A,
RAT— FEMOEMI PSRRI NDE XY Y b 3D 5,

VNGRS
- VA (Validation Authority ; #R3EE)

VA I%, PKI (Public Key Infrastructure ; AFSEA) 2K T 2 EHED—>T, T4
2 )VEEHE® CRL (Certificate Revocation List 5 GIEFHERZIY A +) Z2EHE L T, &%)
REBICOWTOMAERIIINE T 2 L) EHzZH->Tw 5, RIMREOHMEERICIZ, CRL 7
PANZY Yy — T 551, H 5 OCSP (Online Certificate Status Protocol) %
FAOGTRE L 727 4 ¥ 2 IVEAEHE O RKEREZ Wb 2 TED 203H %,

- ITU-T X509
ITU-T X.509 3, GEHHEF OFEHE L L ¢, ITU-T (EFEEXGEEE S B XOEEEMEE)
WHEEL 72 b DT, ISOMEC DEFFERE L L THEI N T3, X.509 iEHEF IXHEIC X
STROMEEDH Y, —MIC TFEHE, L )BEIE TAEEHE, 02 Lz2iET,
(Z#F&R; IPA  PKI BLEEAN R 3.3 EFakHE)
https://www.ipa.go.jp/security/pki/033.html
NHAFEEEHZE  (Public Key Certificate) <+ NiFEE Z DTEHE %R %,
JEMEAEAE (Attribute Certificate) «++-+- NRHSEEEIAE IR E N AT LT, ZDOA
DI MR RE 2R 5, AFASEEIE & A G b T T %,
Rl E (Qualified Certificate) -+ AN (HAN) IR L CRITT5 2 E2HMWEL
7REHET, ETEAICHVO NS,

O DOABHHEEHE X, FITT2HRICE>TRD LI ICHBTE %,

CA FERHE-----CA \ZW L THAT T 25EHE, CA HEHOMERTESL L 7 H L BE4GH
HE, fhod CAICHITINTGEAE»H 5,

IV FIZVT 4T 4 GEHE - PKI 2= L CHRITT 23EHE, Web 7 74 7 b
X Web +—2Y, VPN L= EICFHEI NS,

10
Copyright by ITEC Inc., 2019


https://www.ipa.go.jp/security/pki/033.html

fERE (RO1 fk-SC A-mi IR 1)
PRAEALE D 9 B, FIDO (Fast IDentity Online) UAF (Universal Authentication
Framework) 1.1 IZFEDW72 b Did End,

7  SaaS B ORIICEBWT, PIN a—FEF—2UDBERLET VI A LIRAY
— F &% PC D6 liky — NITEE L 7.

A SaaS R DOFRILICB T, Av— 7 4V CHFIEE T2, Av—F7 %V
NOMEFTT 4 P NELZER LT, ZDT 4 ¥ NELZ BRI — NITEEF L
720

7 A VI —Fy PNV F U TEREOFFIICEWT, PC KEHRINIA—FY) =4
ZfioT, FIHEDX Y v > ah—F2»627 74 7 ¥ FEH#FEZFRANST, 207
74 7 v FEEHE 2 R — N ICEfE L 2.

I A vF =%y PNV U TERRROZFICE VT, Av—F 7 4 v Z{HWIERUER
ZH A>T, ZOEBUEMZREEY — NISRE L 7,

i)

FIDO (7 74 F) &, SA7—FIKF LR, HD50VIESAT — FADRF 2D 7%
(952 Lx2HWE T 2GR RXOHIETH % . BFE, FIDO 121 FIDO UAF (Universal
Authentication Framework) 1.1, FIDO U2F (Universal Second Factor) 1.2, FIDO2
DEZDDORIEDNDH 5, Z16D9 5, FIDO UAF 1.1 & FIDO2 %, /A7 — Fz{lib
RS AT — R L AGGEHATH B,

FIDO UAF 1.1 1%, FIZA— 7 4 Y ORJHZE L 7 BIt& T, SaaS HfiRiDR
AEICE VT, Av— b 74 Vv THREALZ T o7, AR —F 7 4 VNOMERTT 1 ¥
INEHLRERL, ZDT 4 I NELZRIT —/NEFT2DT (£) EL WV,
7 UAF 1.1 DFf#lx, hkdsz A THHFRGLZ 0 —2)LTf7) 2 & TH D, PIN

a— R &) LA ORREEREUIIEEET — N ISEE Sz,

7 ¢ UAF 1.1 Callilbds 2 Sl ik § 2 8%, FGEas & WG-S5 AFASEEHNE 2 58600 —

WZEERT 508, FIHBEICNIET 2 7 74 7 ¥ FAEHFIEERREY — S ISEE S 1k,

I (7) LRk, BAREEEIEERIER 2 W Tr —Ah L THEITE N, FIHE DEBUIEH
FEREEY — ISR E S e,

EfiE A
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FIRE (H30 #-SC il 8)
X.509 I2 BT % CRL (Certificate Revocation List) ICBH T 35D 5 &, @tz b o
X Ende,

7 PKI OFA#IE, RARSOAR#EDS Web 77 7 HicilaA £ Twdud, CRL %
S L 722 Th L,

4 REEE, FITLRTOTF 4 P2V EO AR Z CRL 18T 5,

v AL, R LT 4 Y VAHED Y B, RAILbDIE, I TAESER
% 1 4ER CRLICEST 2 X ) BBEMN T 6T w 3

. iR, ﬁﬂ%@ﬁ@74/&w£%$®/07wﬁﬁ%cm; kox - a b R
Bd 5,

e
CRL (Certificate Revocation List ; sEFHE LAY A 1) 1%, 74 ¥ FIViEHFO G

HIRWNICRRE DR Z W L AR I, 20574 ¥ ¥ IVIEHEZ LR (CA) 23848

IELEDICHTTEHDTH S, LidioT, @ibfald, ARIRND T+« 2 & LGk

HEDOS ) 7L HFS%E CRLICERT 22 b % LiddIns () MEL WV,

7 CRLZZWT2DIE, T4 P ZNVGEHENERIL T 5089 2R T 570 T
by, RARDORNEEEDY Web 77 7 FIHARAEFN TR0 E) e %, BIRL %
L,

A CEABRIE T 4 P 2 OVEFHF IR I A NAETH D, CRLICERI NS HDTIE
7\,

7t CRLICEGRT 2 HIRIE, 74 7 VAEHFEICEIE I AR X > TikE 2,
DD, GHHIRNICSH 2D DId CRLICERRI N0 H %03, ARIHRYIN 5
EZDORRTHEEIN DT, KB 1HERE VI BEDND 5 bITTlEZR0,

kg =
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(4) BEHEF1YT 1B - 1B
® BHREFa VT« EE
- CSIRT (Computer Security Incident Response Team ; &—H—K)
TP RENICB VT aryYa =99y M7 — 7 THAET 2 MEOEN - K
Bt - SPEHIA 7 & 2 Fhi T 2 MO, HATYS 1996 £ JPCERT/CC 23562 L TH
D, BERSTHAEL T2 REICBT 2EMOIME & £ 2> T\ 5,

BN DORENHEREINTVER

2 - Mifk7e ERERRIETRE A =LK Yy 7 RI2D0 T, BRI NEififtikTd %
RFC2142 T, f#MNOHELIEFI L 4 v & — %y P DEF A — NV THFET 255 ICHHT 5
A=NVT FLVA (XA=)VEy 7 2AH@F A4 v4) 2O THAINTW S,

Fv b7 —7EHICEIE T 2 XA — LRy 7 ZAH4ICBL T, DEAIBET 27 FL A,
ZOMBEDA v & —F v P Y —ERITHT 22 L 72BE S 7 0N 7 EDSEfg
PO AEIZEZHEL TS E LT, RD=D (abuse@ F X A 4, noc@ F X 4 44,
security@ F X £ ¥ 44) BT 5T 5,

A=Ky 7 A paLag PG/

ABUSE B B AT BT AL 255 F 0

NOC v P —EH FYITI—=0 AV TIFTANI VT ¥
SECURITY Fy b7—=2%X a2V T4 | ¥V T 4 IBT WG IEREY

- fesstERESHIE (Bug Bounty ; NN\ YT 1)
RL77 075 L0 AT LDONT2FH L @R 2 ) HED 2 &, BlfET
2 2 DHIFEZFNi T 2 REBHATED, ELHNTT R 7 L0 AT LDNT - i
SIEZRD BT A SNy A —DIEEIKEZ W,

@ BEHRtEF*aY T rHEEHE
AT /N\—tF2YU T 1> — (NISC: National center of Incident readiness and
Strategy for Cybersecurity)
NISC &, 2014 fEICHIE S N2 A N—k F 2V 7 4 HARICHKD S NEIEHEICHIES
NIMBETHY, A 32X 2V T 4 BORICHT 2B 21T Vo0, 2R T
37 W T WENH 37 A S— RO B R o T B,

- CRYPTREC (Cryptography Research and Evaluation Committees)
CRYPTREC (&, & BUNHESERS S 0% % 51 - Bithl L, W5 Efi i) 2 Sk
HHEZHAE -T2 70 27 FTH 5, IGH)E, REEMOREFESEE, TPA, NICT
(HSZATBOEN BHCEETERR) itk TiIrbnTws, 7, REINETE
MR ATIL SR S T IS EA 2 54l - BET L, Lt OFEEMER & b IcENn
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725DRFIRL T, BTBFICEBI2HEDODOHRTREESDOY A+ (BTHFH
BRG5 Y A L) ZIRELAEZELTVS,

- KEEMIZERMAZEAT (NIST ; National Institute of Standards and Technology)
BEAEAT B I BT 2 50 & BUEICBE 4 2 i 217 ) KRERGBE B T 2 BUNHEEITH
%, HEgERT S e LA SR Z T\ % AES 1& NIST 20k L 72,

- JPCERT/CC (Japan Computer Emergency Response Team Coordination Center ;
—MEEAN JPCERT O—F v X—Y3>vtr %)
JPCERT/CC 1, avEa—%LFXaVT4 4Ty MIO0T, HRENICEET 3
WE DA, WSO, FERWOHE, FHDIN, HHEN D7 O ORE O+
WiE, % Ez2EMiiesigh»r oftoTwaETH 5,

s A N—IERHEBF A =771 7 (-CSIP; Initiative for Cyber Security Information
sharing Partnership of Japan)
PAN—ERILAA =77 14 718, RIFEEADVY A N =B X 2 9FIR DB Ik
ZM 2 HWD 6, BHEA 7 7 THH S N 28R 0 BESEE 2 b, SRR o TE R
A ERRcDE L L TREI AR TH .

¥ a7« BEHE - R

avEa—YAIET7 7 e AEHIE, avEa—8 oAV AEBHIE, V7 Y2 7ED
Masg RS AR I BI T 2 | LD 132>, VY 7 7 = 7 ONeggtE 0 Ik 1B S 2 [EFREE
ELT, ROBUEDHIE SN T2, HADMEDMEIMEFZ XD, BE D S MaggtEsic
B9 2 B A I DWW T 2 2R S 75610, FEEERHEIONIG L 724484 - B4 217> T
W3 ZEFHT S LT, MERIEIFoNS 2 EBHFTE 2,

-V I7 bV 7EBREEDORSERR (ISO/IEC 29147:2018)
V7 b 7 BEICB 0 5 RS (WA, 4 Y T4 vy —E R, PNy
T EatEd) OMissticB Y 264 L DRV HY (S8 & DNfessthIcBE Y 2 R D32
B, =PI T BMEIHENKD 7 RS VB2 &) Z2BE L Tw 5,

- FESSME BRI FIE (ISO/IEC 30111:2019)
N F DOHNTOMFIEIRE D 7 a2 2 (Mgt OBGEE, MsstENROBTES) D
HefRftL Tws,
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RIRE (H30 %&-SC Fwillf¥] 10)
P A N—fERIEE AL =275 4 7 (J-CSIP) OFBHE LT, @%bz End,

7 A N—BERIRICBE Y A E W 2 U T 4 B 2 SRR T AL S E L T,
B R 2 4 9 2 QU &4
4 SIS O T =8 ZHAI Ny 77y 7L T, YA =805 2 HGH
%
7 k¥ a VT 4 WOV A N—BEIN 2 HOEICB T 2 1582 SRS D %
L, ZOMERZEMTE % &) IR 2 A
T BRI A N BB BT B E Wz SR T A L, SR A N
N D 71T 5 G 24

5]

YA N—ERIEE A =27 T4 7 (J-CSIP) 1%, BIFFHEHEBY A N—BBIC X %8
ERROIEE X2 BN S, BEA v 7 7 THHAI N ERoLEEEZ R0,
BWALH ERUDNEOY; & L TRESEAEHITH 2, CD7d, J-CSIP DFilL LT
V&, BERELY A N =8 7 OISR T 2 SR SRR T A U, S A NI
MRICORF 2EHADYS L, () DIEL W, 2k, HEHREENT 2 7HE L, TPA
(BSZATBOEN TEHRAAIEHEERERE) 2> Tw 5,

7 1 J-CSIP 1%, MERY A N—KEMNEICORTF2HHATH Y, BEMEZIEGT 2
HGHATIZ 22\,

A PP AN—KED S RET ZHELA TS v,

7 LA NN 2 ARMEICBIT 2 ERETEHTE 2 L) LA 2 EREATD
AT

e =

(5) MM EF1 VT XK
O vWIYz7REFE
=Ry FVTE
BEAO= Ly 27 (7ANVAR) 2T 2R —RINETETH S, NKHOBERLY
v (VY7 b0z 7) B, MERROY 72T ERLT T EERETI AN (Y=
77A0N) &L, BAIT S,
- ENTETE
NG ==y FV EPHEDO2 LY 27 I LTI TH 270, ZOXMIEGIEL
LTEZLNIDODVENA BT (IR2BOELNE) Th2, Tk, MENREZZY
7 b 2T REBICEES Y, ZDOEEICHELLBRDPOTAINVATH S0 E ) % AW
T25DTHb, ZDdD, TANABRELTERICE>TEL 57 —F DitiA s & HIAH
B - WER DL EERLC, BRE2HRET2 L3 TE S,
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cEa—-YURTav Ik

EnAg BTk FRRICEE) (@F) Lo TIOANVAZRBT 27ETHD, VALV A
D E LTI BN 22 Y — L LTERLTEE, ZOHEAY — I
—HI Pt 5,

WESE (BFEF)

- WENE

MESHBUE, BEERZERDY =7 L) B pEIL, £2Toy = 7o 72856
ICHEERE ST 2L TEL LI TEEZANTH S, HRDY = 7ONFIZEKR
Zhlchwvied, RICKHA VL TOEEERONEZMH T 5 2 LIFTER Y,

- BFEIRF

WS DFE 2 I BEEHfiD—>T, ZOHETHEAINLEROZ L %8
#HFF (TALb-X) v, SN hz LD TuolmzEnT 2. HEADH
T1D3% > THID TR 6 NAEFTHRDOBERVICHW s N5,

BFA—=IL - Web DtEF+a2VT+
c RIRLIEE RAYT YT F VT, FETTR AL VR IEDY)

RACT V7 4NE ) 7%, XA ZBERICHEDOTEE — L2l T27 415
YIOFEDO—DT, £7, FHEMRYD 772 EEX =0 SRR AE L, R

D MBUER e E 2, BEX =L D EFEHICEIT LHIET 5, 2 LT, KK

A=)V EHIE L 72BICiE, ACYE L CHGEEDIMBIRERZ B L T (o XA A8
HEDHADGED 6N T = IZHDOTHENZ 1T\, 77— DL FUXL0wIE L,
K OMEELZHENZEIEHEE L E VW) EZEZITITH %,

EETC R A A VABGERERE X, CDREREDI W EIRBILA — V7 FL A Z B8 L 7c A4
A= NVZZEFELTLE) AIRELRD 2, ERFILA—ILVT FLAD XA 4526 DNS I
& %217, SPFLa—F»5ERO IP 7 FL A& R 2% SPF #ZGE, EEHoO X —
WA= NPEF A=A G LIe T4 P NVELRE, REL A=V = DREEEL C,
KET0 % #AET %5 DKIM (Domainkeys Identified Mail) 2% %,

- X—)LEE{L

BRI X — VI e EOF ORI L L, AFICE DRI Ity = IS 5
FEHZTETVS, ZOMEL L TITON T 2 D03 X — )VIEELT, BRI
HTML X —NVDF %A Mb, URL Y ¥ 7 DHIER, N7 7A VDT ANVA <7 0DfR
x, N7 7 A NVOEGER, A=V —NTOF 2y 7B ERIT),
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@ N—Roz70EF*Fa2V7T«
- TPM (Trusted Platform Module ; €2 Y75« Fv )
TPM (%, PC 7% & ORISR I N, AR 7 L@ DI 4 2 EED LKL v
¥ aHE RO S LAERZ T X 2V T4 F v 7 CTH %, TPM NO#E L & DOMEER%Z
WERD S F AT Rty v MR D 5T 2,

- SED (Self Encrypting Drive ; ECES{LR S+ )
G ULEREZ b ON—FF 4 A7V )y FAT—F R4 7D L 2HEKSLE S
L 7EVH), N=FT7 7L TDO R 74 7THEZRSLL, KT L Eic@Esan
%, FERELTE, BEbEN—FY 27 TT) ZOMER T2 %, ARSI/
HET 2O THHAENERT 2 LEB R0, Lokl EnBIFons,

FIRE (H29 #-SC il 4)
PC % EICHE SN A ¥ 29 5 4 F v 7 (TPM : Trusted Platform Module) 23%
BB IX & nde,

7 TPM [H]C D o 2 i A BT DAL
7 T4 P IVEIEDFELT . %y bV —7fhOBOEE

TPM (Trusted Platform Module) (&, PC OV —FR— FAh LIcEEHIN LX)
TA4Fy7TDIET, —BICKFARES O TEZER LD, SBEREIERD,
0S MR L -4t Z W55 b L CTIREL 220 T 5132, T8 v 3 k2 BT 3 &)k
WEbHLDO, Lo, (£) DIEL W,

Z DA DFLRIZIE, RD X B 23D 5,

7 TPM WNTIZ, 7— 2 OIS T 2 s i34 % L 22 v, Hlgk i, TPM 23

Ak L 72l FEIC LT, OS BT 5,

7 LT g PYOVIEHEDFTIE, AR (CA) o%#EITH D, TPM 35735 HDT
1E720,
I :TPMICIZ, avEa—FDiBLBET 2HEEIZ 2w (v b7 — 7 #HTELEZ

RETAHBIE V),

Efg A
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3. YATLEERME

AT LEREBME R ZRIND T, T—FIR—AZART YA, ZUXRTY FYAT A
2Ry 2 YA MRBONRLHMEL CEL ZEDBEENE T, INBIKMAT, X2V 748
MR & E 5 T2 X 2V 7 « M EEAE ), THeg9 Il O4EER, T2 ¥ 2V 7 4 R EAf ),
Bt X 1Y) 5 4 FEEMICEETND T Ly = TN ONEZHE L TEBERH D 7,

9, Te¥ a7 Ml ONELE L TE, HREEODAREIE—RRIAL L2k
¥a2) T4 8D, ¥ a) T4 KERMB DD X 1) T 4 FHMiEEHTO HY, #2795, #H
HiEEBRET 208N H D I, ZITRRAVFERZHHEELT, ITEX 2V 7 4 il
OEREHIEE, W'y 2 — Vil OREREIC DWW TEHHL £,

RIZ, THESSPERE O, DN E LTk, HHS A7 2 ORfagst: i3 2 Gl 1k 2 Ffg 4
ZABENH D FTD, T TERA Y M ERZHIEE LT, CVSS (Hhdlfsgtitlis 2 7 24) (<
DWW CHHL £7,

7, Te¥ o) 74 BERILERM OWNAE LTI, A4 N—KEITENCEE T 5 % i,
M 2 7o D OB AR Z PRI 2 0803 D 2%, TITEARA VY PERZFEHELT,
HWLHAFNED TAXIT & EHREEDEAD STIX I2OWTHHAL £ 7.

BRI, Ty = 7N ONELE LTE, <Y = PIRIBREOHA, <Ly = PHiED
fEbT T, £, BTE LY = 7 D3E0EE, 1ET LA ZEET 2 0B BH D 9, T2
T, YINADOHEFITEF N TR NEZPLICHHL 7,

(1) EF2V7+FHOEXE
® ITEF*a V7« FTHERODIEHE
IT % 2V 7 ¢ 2/l e VLI (JISEC 5 Japan Information Technology Security
Evaluation and Certification Scheme) %, [E#EMIICEDE L 285 RO 2 7 L D3ME#H L X
2 74 1B U CGEUNCERGES 1, ZOERGEINIEL K FEI N T w3 T L 25 = H BT Al
L, ZORPICHE DO THIEEEADVRIEZ 525 bDTH 5, illild, EESEEERRK
(ISO/MEC15408) 12 & > TiTb#, aHliiEc b EESEHERE (ISO/TEC 18045) A%i#/H S 1
%, BIE, WRGEREEHIE TPA IC X > THEE SN TV 5,

@ ISO/IEC15408 (Evaluation criteria for IT security)

¥ 2 74 8P Y AT L DFHTD 72 O O EFEEEHERIM T, CC (Common Criteria for
Information Technology Security Evaluation ; f§##ffit ¥ 2V 7 4 fHfio /oD € 7 5
AT7V7) EBENS, CC I, KE, 2—av S (A XVR, 77VA, FAY, 7 v%),
A F T ORI —T 2 THIE LI N b DT, RO=ZDD— b THEIN T2,

« 28— b 1S E €5V (Introduction and general model)

s RNX=F 2 k¥ 2T 1 BEREEY (Security functional requirements)

cN—=F 31 kF VT« RAEEY (Security assurance requirements)
@ ISO/IEC 18045 (CEM (Common Evaluation Methodology ; L@ A%) )

18
Copyright by ITEC Inc., 2019



C T & 2l A3, FEMBER I & & $HEIC R 2 X 912, G2 1T ) BRIC LB LR KR D
77y ay GHiONRPTE) Z2HEL T»25,

@ ISO/IEC15408 OtzF 1Y) 7 1 HEEEEWH

CC D 83— 2 TlF, FHIiNRELDBE2LX 2 T4 L 2D Z, AvarLlwn)
JEATHIE L T 5, CC I & 2BEREICXTT 2 3HlilZ, CDA Y1 7 OHhd o hEihbD2EA
Tiirbtd, AvmniE, 77 A=773 ) —aryR—%r FELIREICE > THES N,
RDIL DT 7 AND 5,

X271 A, EBE, MY R—1F, FHET— Y 0RE, R & RE,

X2V T4 B, 7743, TSF Ok, &AM, TOE 77k A,

AR F v 2L

% TOE--FHllixfR (Target Of Evaluate)

TSF----- TOE & ¥ 2V 7 4 #8E (TOE Security Function)

® ISO/IEC15408 t+F 1Y 7« REEEH
CC D/3— L 3 TiF, FHlikERDOERENEZ REET % 72 0 OFHIIRN SR & D 72 & D FEfF 12D
W, BEREEEEL AL 79 A—7 73V —avE—2r P ELIBETHEL TV S, BESX
NTWB77A%, RD9 IV FTATH b,
7arryary7a7 rANEH, Ta7 sy ay7a 7 v A Vi EKEHT,
¥4 T4 7=~y b, BE%, HTA Y VALE, A4 T7HA 7 VFER—F, TAFb,
Masstear, e
 FuasFrvavy7a7rAn (PP) - FHEPHG DX 2V 7 4 FfE 2 Gl U 730
¥a2)F747="7v b (ST) = BHFE# Hyika MRk % Glad U 72 30

® ISO/IEC15408 FHE{REEL ~JL (EAL ; Evaluation Assurance Level)

CC D8 — b 3121, BHEMN AL E D€ v & LT, FHlifREEL L 2SBE SN T\w 5,
BREEL ~)LIZiZ EALI~EAL7 OE DD L NUa3dh 5708, &KL ~Lig, SERFEHT 22 ¥ 2
V7 A BEREDOR I T AL, IHMEOEIRILIZRLTED, LLDEL % 5I12E, b
D Z 270, FHliDzoDa A bEl ks,

L)L Hek G TE) T8 R R

EAL1 | BEgET A b ¥ 2V T4 OBBPEKRTIIR
EAL2 | Fdifb7 A b B~HFL LD F 2 T 4
EAL3 HANT AN KREF =y HL LD X274

EAL4 | ARWEGEH, A MR LE2— | h~EL LDk X 2V 5 4
EAL5 | #BRWEGEH LT A b HBLLDEe X 2 T4

EAL6 | EERIMGEEF ARG RO T A | VA7 & ZDEE

EAL7 | RWRRGER A% 5t O A b U AT LZDERBNRIETIC

@ BSEYa1—IILEBRKURIEHE
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(JCMVP ; Japan Cryptographic Module Validation Program)
WS LHERE, Ny > 2 HERE, BAMERELR DX 2 ) F AR EE L N —F Y27, V
TEI 27 R EDPSERENBMESEY 2 — s, WIICKINT 2% 2 5 1 HERE, W58t
KON AT — R EORBERZEYNHEL T2 2 %, FERBK O T 2 HlE
TH 2o ikl iF, BERESE IS § 2 BRFIHIC K > C, 2 X 2 Y 74 LRV 1~4 DEREDIH 5,
F7, ZORIEICBEET 2B, ROZO03H 5,
- JISX 19790:2015 (¥ 2V 7 4 £iif — W5EY 2 — DX X 2V 7 ¢ BRGIH)
- JISX24759:2017 (¥ 2V 7 4 Kifi — Wi5EL 2 — DX F 2 7 1 GERE)

BEEYa1—-Ilot*xa T EKSEHE
(FIPS 140 ; Federal Information Processing Standardization 140)
FEEY 2 —IiKkDoNbLFx 2V 7 1 BREEDHARZ BUE L 7 REREHEERMS T, KE
EDFY T, ZTORKBICKIEEEY 2 — Vil 7 v 7 7 & (Cryptographic Module
Validation Program) @ CMVP 23&Ffii X411 C\2%, JCMVP THHZ 11T\ % JISX 19790 :
2015 %, FIPS 140 % JEICHEL S 1172 ISOMNEC 19790:2012 ® HAGERTH D, JCMVP &
CMVP %, HLFEFEGEZZIT 5 ENTE S,

FIRE (H27 #k-SC Fuill [ 6)
ISO/IEC 15408 Z3lii#E L T2 “IT ¥ 2V 7 ¢ Sl L O FREFHIEE” D3 & L
<, WYL ik END,

7 BEEEY 2= VIS T L 3 X LEUNCEIEE S N, KL E NS
T B0 E 9 H% JHl S OVFRGE S % il
4 FICEER LAN ICB\WT, RADIUS & & LHiffid 2 2 LT, @iES LTl
FHrRETHRL, RAINLAHELTO@EE2ERIE 2 2 L %2R ORIET 5
iil}i3
7 AT B L 2 B O X 1) T 4 BRREOEYIM:,  HEFEM: & 5 A RRBY HSS A
L, ZDOfH% NNICFEEET 2 e
I [EHREeF 2V T4 2R AV N RT LD, HAEICD 5 LY, YRR I RS,
A I TS T L 25 S OFREE S % il

fEER

IT 2% 2 Y 7 4§l R OFEREHRE (JISEC) 13, fE@EMicBIE L 2Bt ¥ 2 Y
7 4 BRREDwEYIE, MEEMEZ, X oY 7 4 GHiliAHED ISO/MEC 15408 IZHD W TH =
& (GHMibERE) 2353FM L, 2 Ok R 2 RGEHR 25585 T 2, WSEHOHIETSH 2,
L7dioT, (7) MELV. A%, BIfED JISEC ZGEHERE IPA 2HEE L Tw 5,

7 e EY 2 — Vil O RREEHIE (JCMVP ;5 Japan Cryptographic Module
Validation Program) D#HHHTH %,

20
Copyright by ITEC Inc., 2019



A R LAN 1281 2 FIEREEIC B 2 3dC°dh 5. MR LAN Tl&, Wi-Fi7 74
7 v AHY WPA (Wi-Fi Protected Access) %> WPA2 & \» 9 #iig12 X - CHIHE GRS T
HBEBEL TV,

T : JIS Q27001 (ISO/IEC 27001) “t* 2V 7 1 Hfi— it ¥ 2V 74 v 2P x>
by AT A —BOREE” ZFHEAEL 52, ISMS EAMRHliHEOBHTH 2.

1B

FIRE (H30 #-SC A IR 5)
FIPS PUB 140-2 Dl NE X E1de,

7 BESES 2 —LDXF )T 4 ERIFIH

4 EFReX2) T4 2RI AL P AT LOEKEE
7 T4 Y Y OVEEHERREHE LAY A b oAk
T MR LAN & ¥ 2V 5 1 OFMiERk

e

FIPS PUB (Federal Information Processing Standards Publication) 1%, KEEHE
HDAEB%3ZITT, NIST (National Institute of Standards and Technology ; K[ E37
BRAERZARTRITIERAT) D30 L 72t ¥ 2V 74 B O XETH %5, 2D 9 5, FIPSPUB
140-2 1%, B3 EL 2 =N DX X 2 7 4 B OB TORUEZED /b DA DT, (7)
DIEL V., 728, NIST TlE, FIPS Ofth, SP (Special Publications) 800 &V — X &
WHENsar o=t a7 4BEOL R - bR EZFETL TS,

4 1 JIS Q 27001 DFLANETH 5,

7 L ITU-T #h X.509 DFHRNAETH %,

I : IEEE 802.11i %> WPA (Wi-Fi Protected Access) 7% £ DFlBNATH %,

g 7

(2) MEFETFMOIEE
@ CVSS (Common Vulnerability Scoring System ; @55 1ETHE S X7 L)

HWS AT L OWEIFEICTT 2 4 — 7 v TN R THEFE T, MIEOFRLAEEZ XV 7'k
WG L 0D T CERMICHIETE, Mggt:icBI L <50 Rk 2 BRER T
MHOFETHEMTEL LI ICKR S, &E, CVSSICTE, ROZDDOFHIGIEHELD %,

- FEARGHMiFLHE (Base Metrics) -+ Wesgtkz o b O DR 2 ¢ 2 HHET, HHRS AT L

IZRD SN D BEEET, “SERM”, “MTAN 0= okHEicT 28R, 2y b7 —
70 O BUETRE £ 9 D Lo o e HEHETRE 2, T DHEHEIC K o TR L i3, CVSS
HAAE (Base Score) TH Y, MiggthDEE OHELAEZRT,

- BURFHAMIFE#E (Temporal Metrics) -+ Wa55 1 DBIE DRAIE % Sl § % FLifE T, Bga—
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R o HIRA SR EHROIF AT TH 200 & 0o FHETHET T %, 2 DFEHEIC X - T
HH X708 CVSS BURfE (Temporal Score) T, MiggthDBURDIEANEZE R T,

- BREGEFAtIFEHE  (Environmental Metrics) -+ B OMMHBREE D &0, w2 MaggtE o
AL 7% Ml ¢ 2 HHET, W2 756D RN HEDORE I, NREG DR
Yo 7 HEHECHE T 5, Z OXHMETEI L 723, CVSS Bibiff (Environmental
Score) TH Y, FARIUIE U 7 Wegg1E D VRANE 2 7R ¢,

@ CVE (Common Vulnerabilities and Exposures ; i@fz551tE:#51F)

—IZAF S LT BTG IS 2B T, CVE-THEG-4 KDM@ & V) B TRES
T 7eds, STk 2 a9 D EAHS 1 4E[IC 10,000 fE2#E 2 2 AR D % 7=, BIfE
&, BEOMWITZ 4 i EodE L LT 2, KREBUFI T OB S 7ia7s 217 9
FIEA% D MITRE #hic X > TEINLTE D, JVN (Japan Vulnerability Notes) Tl&, EW
THRHE NS Y 7 b7 = 7 Olfeggtkic o, CVE, CVSS JEAMHIC X 2R, *fix %
AFELTWV D,

@ CWE (Common Weakness Enumeration ; 3@l 5 1 7—E)

Meggteo ¥ 4 7Hlo—%<, #idRo MITRE thic k> TEHI LT\ %, Mgtz i@ ¥
A TS 5 2 itk o T, FROGRGSARDOFEM, HFEMIER &1 Ts 2 L2 HIN
ELTED, Ea— (View), 717 3V (Category), M55t (Weakness), #HA K (Compound
Element) ® 4 FEHICHIN/-E X Z 800 HDONes914:42 £ 703H %,

FIRE (H30 &-SC 4RilIfY 1)
CVSS v3 DOFHiliFEHE I 1%, FEARGHILHE, BURFHGFLHE, BREERHIEHED = 2503H 5,
FEAR GG EEHE DB IZ &,

7 %M@«@%ﬁ,Ezﬁéﬁﬁﬁﬂ%#amokﬁﬁﬁBA,&%ﬁ%%m%?&
%ﬁV&w&&,%%%%w%wwﬁﬁ%ﬁm¢éo
4 WEINB AR, AU NEDO L )L, MeggtEEIROEENEZ £, Sk 5
2B 2 MEggTE DR % T 2,
v MRS AT L 2B ) F o wnT, BES, M1k, BEO =208 S
Mag5E IR X 2 AN 2 ) 2 7 ZGHII T %,
I FHZEDYAT LRy b7 =228 HEREF 2V T4 MR E, WROHY
JERWEE|C K 2 5B 2 T L, Wag9ME D iy 7 VEL B % 3T 9 5 o

RS

CVSS (Common Vulnerability Scoring System ; @ ffEggEFEM s 2 7 &) &, IT &
i D WG DL % i 3 2 FikThH %, CVSS TlE, RD=ODHHETHagyE: % 5F
flid %, %, v3IIBHE (2018 4F 6 HIRK) DmfiN—2 a v Th 5,
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BRI DGR 2 ISR 2 EXRD K H 12D, (7) PIEEETH 5,
7 WeggtEZ Db DI 2 RFERHT 2 DT, FEAGHIliEAEICB T 2508 TH 5.
A L IR RIS B T 2 e ORHE 2 0T, BURGHE A ICBE 5 25048 TH 5,
v o BEE, IEME, B =-o0BlkIE, WEAIEDEE T ZBIC < AIED P A4 T
YINICEITE 3HERTHY, CVSS DEHETIIR W,
I AR BREICIR U 7 Masg TERHE 72 O T, BREGRHEIYEICBY § 2 50l TdH 5.0
e 7

(3) tFaVToBEHREERMN
@ TAXIl (Trusted Automated eXchange of Indicator Information
; RAEIRIEHREEIATFIR)

¥ a2V T4 ERELET 27000, A N—IEIC K 2 BEIEHE ST % 7 0 OF I (fi:
) T, —E AR, AR, A v =R, 2 v T v VD SRS 5, TAXIT %
Hws 2 ET, YA N—KEEHOBIMER, WAEER EOMR 2B BIERO %2 70 7
TLTUBITE S L9127 %, 728, TAXIL 1, STIX 7 EoEZ GG LAEA cidd s &
BIERO Mz HINE LT %,

@ STIX (Structured Threat Information eXpression ; ERIEHREE({LCRZR)

YA N—BEIRIC BT, MANCER 29 A N—K %2 RN ) 2568 (indicator) 72 &
DY A N —BRFRENC BT 2 H % 50h 2 2 o it TH B, YA N—WRIRH Z 5
s 570z, KEE KRS L v AR T8, F, HoTway AT7240
fagsth e & LM OME 2> & BRI E, T4 N—KEEZBANT 2 o0k, S X
NBHRIE, LT 2 72 DI R E G CPE ORI & Rk E, LS 5k
TilR L, BHWRELE T3 oIk,

(4) NIV &M
® VI 7BITRE
- YRRy IR (sandbox ; ii5)
FITCELBBEEGIRT 24 ELC, 7077 LIk > TARIERBENTONTH HE
PELRVEIICLZFETRED Z L TH 5, BARMICIE, Java R EDFEIT 77 v M7
— LDt X 2 ) T4 EEEZAHT 2500, 0S OEffZ LI 2L — ay L TAIERE)
EEFETILRVEIICTEHD, KOS ZHHT2b D% E0H 5, IHEH 6 ZITHL
277075 LAOWEER, L 2Ly = 7 OEH OB L EICHHI NS,
- \N=—Rv k (honeypot ; &)
P T EBOEGFETREZFENL 72D, BfF2BE LD T2 AT7LD2 L,
WHOWERS AT LEH0TBEYVDI AT LT, YV FRY 7 AD &I HfflAic k-
THEPRELZ2WE ) RFTREIICT 2 2 LRIV TH 2208, EBEICHELZFEIE
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T, RWzBET20D0bH 5,
- =%y~ (darknet)

A4 vy —%vy b LTHERENRE, o, KMEHD IP 7 FLRAZEM, 2F0, KMo 1P
TRLADIET, w7 =7 OIEERDILZ E, A N—EORMZ BT 2 7201 F
M3z, HATIE, NIST ([FROFEEME) © NICTER 7u « 7 FMUENTH
D, BSOS =7 %y MZJEVo8 7y PRES, bt LT, L A= 2 AE
LTWw3,

RIEE (H29 %&-SC Fwillff] 16)
Y PRy 7 2D AICBET 250080 9 &, EZ4d Dk Eind,

7 Web 77V —v a v I St EHIT 3501 & £ 1 2 WA S ST
FHRL, KRTHZEHE L BAI L, ZOEBELENT 2.
4 259 F ETEET 2 RO s Y (P2 b 08) [T, BILLOEERTE 2
L5 T 5.
Y TS5 AOWENY AT MK IER LS 2, 7075 ApFHFT E DM
RTIRATELY Y —AZHIRL CHEZR 3,
I FRIIADY—2a— FTSQL XD B Ot R OB I & R e % e 7
%, EBEOMEED YT 2,

e
YU RRY 7R, 7077 LOEENRY AT LAERICKIERNE S, s 7L
WRITTELRECT 7 ATEZ Y)Y —AZHIBRLTEHESES) twikFayT
AT H D, Lo T, (V) BIELW, B2, A v —Fy b 6¥ 7 ru—F
INTT7I7I9FICk-oTHEIFTENS Java 70V 7L TH 5 Java 7 7Ly blE, RD K
IRV Y RERy 7 AMEREIC X 2HIBRO B CEIfET %,
cIIATVY DT ARIRI )y THR—FDT—=FIZ7 72 ATE R\,
- FIiIEERE 2 R © & 220,
cJava 7 7Ly bRV vya— P LAEREOY — N E L2dEfETE RV,
7B, YUYFRy 7 RAEF ‘D o2 T, oM wXHicLTex 2
T4 MR L) EBE®RLSDH D,
7 : WAF (Web Application Firewall) (ZBH9 25l TH %,
Aty PRy 72 LU~y v 2T 254803, 8iffs¥s 7077 L0
MDA v o v ST X 9 I hEEE L 2 BREECEIES R B,
Z:SQLAYY 27 arvRBOMNELE L THME, 7V —AFL¥%Z MW SQL X
DRNLT O34 ¥ FEEME) 12BId 250 TH %,

e v
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RIEE (H28 fk-SC 411 11)
IV 2 7 OEFHEA L ERERET A0 vy EESI N, ¥—27 %y b
EbnbnbdbolikEnd,

7 A vy—%v b ETERENRE, o, KEHOIP 7 FL A%

A4 MFERICEHID Y TOENTWARIP 7 FLADI L, avEa—YCTHHINT5 IP
7 F L A%/

7 EEEEEMEOBEHEE L EICE LRI 7 A o ik

I Az T bl AT LD Ry b7 —2

e
=%y P, 41 vy —Fv b ETHEEARE, 220, REHDIP 7 F L A%/

ZETHD, FFEDOFAMZEHID Y ToENTWARLT FL A% A2DT, @EiF0EET

fEHEINE 2 EERw, —J, SAT7 27 I 2EEPKE, 7RLAAX Yy RET

X, IP7FLARAZ T YT AR =T VIR IVICEZ TNy P 2EET 52 E03% 0,

ZIT, v T OWEEMEN L 2R T 501, V=0 %y MCEET L7y
FEBHIT 200 Y DEEI N TS, LT, (7) DBIEL,

BB, ¥Y—=7%v beryHicix, ROk ) BEEESH 5,
c 7Ty 7Ry Ny FOREIGITR L, &K RITbR VR VYT,
WD 62 v Y DEEZBRA S U W E W) RSN D %,

A Y T avey YUy FOREIIKH L, —ELNVDIGEEIET R
BT, HlZIE, TCP @ SYN »87 v Mk LT SYN/ACK 87 v b %K T,
A VYT avke YTy Y, b LAIRZFNCHEL ZINVEEIRT R VYT,
2T = T ORER Z DB DO2EH), WREFPAIET 7 2 R 2 il A7 BROITE)E

[ 7% E LR IEHRDHUSAIRE T D 5,

A =7 %y M, FHHINTWSIP 7 FL AZE /%W,

7 CEEREEENET N7 7 ANRMD ) b, MBI TuEBLEbNTuRVY
DIFFT =07 7 ANEWENDE, ¥—07 7 7ANELT, hoBEFEZFICELET
P—EABRLEIN TV S,

I:¥—=7%v MiE, REHDOIP 7 FL AEMZHVZDT, flHllc AT 202y b7
— 7034 L v,

Efg 7

@ VNI 7BRITFE
- I X704 h3—R (exploitcode)
V7 b7 27 DI DOMGEED - D IE I NG 7T o LD L, AR, M
SO, WROFENEZHER T 270D DTH o720, WRICEHIND Z L0
%k, MIEEECEKEHOa—-FOI L2 I 7 A70A Fa—FEERL)IChk
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S>TW35,
INTY RNFVYTFY
¥ x* 7F v (capture) XTI REDEKRT, X7y Xy 7F i, v bV —
7 LRWNE Ry FONEZBIET 2 FETHD, ZOKEZDO% DY — Lot
INTV5E, 2L =7E, A7 —%v b EOBEBEOH 23— LEELZITI L
D%, 2N = 7 OIS EIEDMGNT 7 EICEM R FikTh 5,
<IN Y BRI
P LT RGO TCAVE =% ETEET 2 TR 70 7T L3, BEWGE & WL
NHEZNAL FIVBRADT = ThH b, N4 FVIBRE, Ey MIITHERIR, 20 FoR
RETIX, ABDMENT L7095 2 LWLz 0, NAFVBHKY — L EMERS Y —)L
ZHHT %, N4 FVEHTY — VT, 16 ERRPLFFRR G EO MR 72 1Tk <,
CPU KB e a— FILIXY>TFRRNL D, TRy 77 Bi0mmic st (7
LY 7NW) LTERLED, BERIOR LY = 7 ORI Y — v & —3 235 & il
LTERRLEED T2HEZ L2 DB %0,
- 7> )%y (unpack)
w7 2 TICE, BRI LR DICESLREHIN TV Db H B, R
W29 oicid, B50HRZ2T, KEDOLY 2 7 2EI0T2H0EBH B0, D
TODEEDZ LR T 8y 7 LIRS,

@ fEHfrd[olE:

- )Xy #1 (packer)

ZHZH1%, TV ROHIED DI, FIWRD 7 74 V&2 ZDRED ¥ AL 7-
b (BER) 28, I3 22Dy 27 ICbHHAINTNS, A=
EHMNINTESN, 7Yy 7T 5L, BHREZT TR ALY = 7THEPETI NS,
¥/, EfETiEiL, Behanzb oz 27 7% (crypter) &S,

- E5E

MR DT 2 R $ 2 720 DD 2 LT, MEERZ A i L MR 2 3071 70
E%, a—FHICHALLD T2HEB N TH 5, T, v Stz &b #iil
DFED—DOTH 5,

- Iy HORRAN

RN T RIS 7D TNy B RAT 5D, 2wy =70, TNy AR
TEIAINTVE I EEZMAILT, B2 LET 20 B2 YET 250050, 0
ORI TV F TNy TEMINSG, £/, N"2—FRy FPY U FERY 7RI LT
b, K{HVWSGNE MAC 7RLARY 7 b7 27, 7R AR ERFIHHLT, Mir
ZWETLLDOVH 5,

FNILT T FREY 7 hOELE

A7 = T7OHIZE, 0S DeF 2V T ARBEPY LY 2 7R Y 7 RELRIE 5

BZLOLONBHY, TrFoery T LIRS,
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FIRE (H30 #-SC A IR 4)
I A7uA ba—FoIEIEEND,

7 OB —F LSRN, WA EHT Y 7 F Y 2703 — FOC LTH B,
fITIC ko TEEIFEDBERIC IS Z &b db %,

£ =N T7TDTOTILERITLTEONS, LY 2T 2RET 57D DRHEM
%aA—FDIETHY, A7 =27MNEY 7 FDEERT7 7ANVELT?ILY =T DR
ACHwsn 5,

7 Avk—YEI—ULy b T IDLEREINENY 2 a-FDIETHD, X
v —YORIADEANCH 6N,

I vl vOEICETIRa—FOZ L ThD, GTIRENTHHAHTE R VD
TARIET 72 2% <

7

EH;

I A7aA ka—F (exploitcode) (X, V7 F 7 7% N—F7x7DMfiggM:%H|
MY 27DIffkIN7T0 757 L5 THD, Z2bZ LI, EBEICHAL T 2EHE A
T LIZBWT, WEPEINT 20, H 20T KR ICKEZHTE 200 & v
STMRED 70D a— FEE o720y, WEM»o RS L, WsgltzEBHT25%a— T
HY, BIRTIZZL5Z2BRTEI NS\, Lo T, KEa—FEHMEIN, I
FHEEERT2Y 7 872703 —FD I ETHDH, iz k> TS o BEE
IO E b H B EFHI N (7) DIEL W,

A4 oY =7 OBANCHVSNS Y 7 % F ¥ 2—F (signaturecode) DHIHTH %,
7 XAy =RV 515 HMAC (Hash-based Message Authentication Code)
DHWTH 5,
L9V ALNRAY—FRIETHCONE L AR 22— FOFHTH 5,
EfE 7
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